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° ° ° CN : Consensus Node PN: Proxy Node EN: Endpoint Node
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Service Chain Overview
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Value Transfer Example
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Problems To Solve - Network Failure
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Problems To Solve - Node Failure
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Problems To Solve - Security of Operator Key
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Multi-Bridge Architecture
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Multi-Bridge Architecture
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Multi-Bridge Architecture

key = keccak256(msg.data)
count[key]++

close vote count[key] >=
transfer threshold?

emit HandleVT N

e
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Multi-Bridge Scenarios

Case 1: Normal transfer Case 2: Node failure Case 3: Invalid attempt

Tx by Tx by Tx by
Operator Operator Operator
#1 #2 #3

Tx by Tx by Tx by Tx by Tx by
Operator Operator Operator Operator Operator
#1 #2 #3 #2 #3

Failure node
can’t send a
transaction.

Key: 0xABC Key: 0xABC Key: 0xABC

From : Bob
To: Alice
Value: 50 KLAY

From : Bob
To: Alice
Value: 50 KLAY

From : Bob
To: Alice
Value: 50 KLAY
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Recovery
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contract
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Recovery

requestNonce

ReCOVG ry : handleNonce

blkNum

Update hint from
Bridge Contract

Check recovery condition
. . o requestNonce != handleNonce
Retrieve pending o prevHandleNonce == handleNonce

events Get pending events
o FilterRequestVT(blkNum, current)

Recover the pending
events

Re-send the pending transactions
o Duplicated tx is reverted by checking
nonce

Every 60s
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Recovery
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Recovery
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Recovery
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Recovery
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Recovery
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Test Results
-Multi-bridge

- EN 4 (main-bridge 4), SEN 4 (sub-bridge 4),
threshold 1 100K

- Value transfer (Main Chain « Service Chain)

VT Handle Nonce

80K

60K

40K

20K

14:30 14:35 14:40 14:45 14:50 14:55

== CN0:61007 = CN1:67007 == CN2:61007 == CN3:61001 == EN0:61001 == EN1:61001 == EN2:61001

== EN3:610071 == PN0:61007 == PN1:610017 == PN2:61001 == PN3:61001 SCNO0:61001 SCN1:61001
SCN2:61001 SCN3:61001 SEN0:61001 SEN1:61001 == SEN2:610017 == SEN3:61001

== SPN0:61007 == SPN1:61007 e= SPN2:610017 == SPN3:61001
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Test Results

‘Recovery

- Value transfer (Main Chain — Service Chain)
- Repeatedly stop and start all SENs

VT Handle Nonce

VT Recovery Request Rate
100K

80K

60K

0
17:26 17:28 17:30 17:32 17:34 17:36 17:38 17:26

== CN0:61007 == CN1:61001 == CN2:61001 == CN3:61001 == EN0:61001 == EN1:61001 == EN2:61001 == EN3:61001 == CN0:61001 == CN1:61001 == CN2:61001 == CN3:610017 == EN0:61001 == EN1:61001 == EN2:61001 == EN3:61001
== PN0:61001 == PN1:61001 == PN2:61001 == PN3:61001 SCNO0:61001 SCN1:61001 SCN2:61001 == PN0:61001 == PN1:61001 == PN2:61001 == PN3:61001 SCN0:61001 SCN1:61001 SCN2:61001

SCN3:61001 SEN0:61001 == SEN1:61007 == SEN2:61007 == SEN3:61001 == SPN0:610017 == SPN1:61001 SCN3:61001 SEN0:61001 == SEN1:61007 == SEN2:61007 == SEN3:61001 == SPN0:61001 == SPN1:61001
== SPN2:61001 == SPN3:61001 == SPN2:61001 == SPN3:61001

17:28 17:30 17:32 17:34 17:36 17:38
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Future Work
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